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ABSTRACT: The advanced technology and the increasing computing power of processors, the use of wireless sensor 
networks have become largely distributed over wide areas. In recent years the wireless sensor networks is used in 
Agriculture, smart buildings, environmental, health and many other applications. WSN has the capability of sensing, 
actuating the environmental data the actual-time and favourable information can be collected using sensor systems. 
These WSNs can be combined with internet of things to allow association and extensive access to sensor data. In this 
paper we are presenting a review about combining of WSN with IOT, challenges faced by WSNs when integrating with 
IOT and how they can be explained from the aspects of security and privacy. 
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I. INTRODUCTION 
 

Internet of Things (IoT) is nothing but information available everywhere, it allows objects and devices to collect and 
exchange data, and it is also a group of real objects, sensors, devices and software. IoT grants devices to be sensed and 
regulated in remote manner across current network framework creating space for more direct alliance of the natural 
world into computer-based systems that concludes in improved competence, certainty and budgetary benefit. when IoT 
is combined with actuator  and sensor devices, the technology becomes an detail general class of cyber-physical 
systems, that also enclose the various other technologies like  smart grids, home automation systems, intelligent 
transportation and smart cities [1]. Because of the use of   internet of things spreaded extensively, computerized attacks 
are fairly to become a progressively physical threat. 
        The IOT was proposed by Kevin Ashton in 1982 .The main aim is giving a new and breakthrough communication 
between the numerous systems and devices as well as simplifying the interaction of humans with the practical 
environment, IoT has its application in almost many fields. But with all this using the internet framework for 
information exchange [2]. Security is one of the most important research issues on WSNs for internet of Things. IoT 
devices give a possibility of security hazards that could be abused to misuse consumers by: (1) misuse of private 
information and unofficial access to data (2) promoting attacks on other systems; and (3) generating safety hazards [3].  

IOT has become important due to increase in use of sensor networks and radio frequency identification tags 
(RFID). RFID is nothing but a basic identification given to each individual device which plays as an identification 
mechanism for IOT.  
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II. INTEGRATION OF INTERNET OF THINGS WITH WIRELESS SENSOR NETWORKS 
 
A wireless sensor networks (WSN) are autonomous devices which monitors the real world and environmental 
conditions such as temperature, humidity using sensors. It also performs as a mainframe, which provides a virtual layer. 
The data about the real world can be accessed by network through main locations. The very important element in the 
IoT is wireless sensor networks (WSN). The main aim of connecting both wireless sensor network and IoT devices 
provides private access, as independent information systems will be able to combine and provide universal benifits [4]. 

Some of the applications of wireless sensor networks with IOT  [5] [6] are Healthcare, Agriculture, Smart 
buildings (school, hospital, home), Supply chain management, Transportation, Defense , Intelligent home automation 
system, Smart city, Smart security management, Smart energy management, Logistics management. 

III. SECURITY CHALLENGES IN WSN WITH IOT 
 
The main objective is to investigate the security problems which arise when combining wireless sensor networks (WSN) 
and the internet.  It is important to deal with the security of the IoT from a universal perspective and not as a set of 
confined problems related to distinct technologies. WSN plays an important role in collecting environmental 
information and concepts, integration of that with IOT can provide us with new perspectives. The various security 
demands that will arise in combining process are [7], 

 Security 
 Management 
 Quality Of Service (Qos) 
 Protection Of Information Privacy 
 Protection Of Privacy 

Here security plays a prime role when integrating WSN with IOT, many researchers addresses security challenges 
related to sensor networks. Some of the issues that are addressed are Node compromise, denial of service and 
unauthorized data access [9]. 

1) Denial of service: This is an attack that makes network resources unavailable to specific users. The 
attacks can be in any forms like transmitting malignant signals to sensor devices or sending unwanted 
information to sensors. Some of corrective measures have been introduced like authentication to avoid 
malignant signals from being processed by network [10]. 
 

2) unauthorized data access : This is also one of the security issue for smart wireless sensor networks , a 
large amount of information is generated by sensors where this information are easily seen and it is prone 
to attack if security measures are not taken. Some encryption schemes have been proposed because of 
complexity of data encryption, faster encryption schemes need to be developed [11]. 

 
3) Node compromise: A wireless sensor networks consists of thousand of nodes working altogether, each 

node will be prone to attack if the nodes are not properly monitored [10]. A false node can be introduced 
in to network which can send false information to other nodes. Since the energy constraints are more it is 
impossible to introduce the security measures [12]. If the internet is connected to sensor network, the 
sensor nodes can be adjusted remotely which edges to fresh attacks and virus received to network 
connection that can exploit many other nodes of network [13]. 

. 
IV. SECURITY ISSUES IN IOT LAYERS 

 
With the high use of internet of things many devices are connected to internet, this devices leads to many information 
security risks. The four layers of IOT Application layer, Perception layer, Network layer and Physical layer plays a 
most important role in making IOT more secure and  reliable. So we need to make sure that these four basic layers are 
secured .The fig 1 indicates the survey of security issues in various Layers designed for IOT [14]: 
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Fig 1: IOT layered Architecture 
Perception layer: 
 
It is a physical layer that has sensor technology that senses and gathers information about the environment, temperature, 
humidity, pressure and RFID. Perception layer senses a few real parameters or analyzes other smart objects in the 
environment. The security attack in perception layer will be at node level and these are made up of sensors, the nodes 
are the prime targets for hackers because all the information is collected from sensors. Some of the common threats are 
sniffing, eavesdropping and misrepresentation of data. 
  
Network layer  
Network layer is responsible for connecting to other network devices, and servers. Its features are also used for 
transmitting and processing sensor data. The original network layer architecture is almost same to the architecture open 
in traditional networks. To provide roadway to carry, exchange data and network information between multiple sub-
networks, network layers plays an important role. Generally at the main network the security services provide the IoT 
system as a full, and has been toughened to protect against hazards are like as follows: 

 The attack where the attacker secretly broadcasts the information and establishes a connection between sender and 
receiver and eavesdrops into their conversation by sending the messages it hears from sender to receiver, which is 
called man in the middle attack. 

 Spoofing is an attack by where the attacker compromises an identity and can send malignant information to 
receiver end nodes on the network. 

 Confidentiality is nothing but the information that is exchanged between the sender and receiver can be modified 
by an attacker. 

 Replay attack is nothing but the attack where original information is resent by an unknown person to gain access 
to an pre-existing connection by spoofing their own identity [14]. 
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Application layer 

 Application layer delivers application specific services to the user. It defines various applications like smart homes, 
smart cities, smart transportation and smart health. In application layer the malicious attacker can inject bugs/faults in 
the application program that makes the application to be malfunctioned. 
 
Physical layer 

Physical layer consists of physical components, power supplies, and physical security. The issues that occur in physical 
layer are hardware failure, physical damage, and loss of power. 

 

V. SECURITY MEASURES TO PROTECT IOT 
 

Some of the security measures have been proposed by various authors, here are a few listed proposed security measures 
because of the high use of internet of things many devices are connected to internet, this devices leads to many 
information security risks. Since internet plays an important role here the main focus is on network layer. 
A.Sardana and S. Horrow proposed identity management Framework, it addresses problems related to authentication of 
data between the cloud and device using identity manger and service manager, where the identity manager 
authenticates the data and sends information to service manager to validate the instructions of the service to be 
performed [15]. 
Zhao, Walker and Wang proposed intelligent transportation system security methods, it addresses issues regarding risk 
analysis where a public key infrastructure is used in that certificate authority is used for monitoring and managing 
security authorization for the network nodes on ITS to devices to avoid data from being discontinued [16]. 
Lui, Xiao, Chen proposed authentication and access control, it addresses on fixing loopholes in device security and data 
integrity, where the user requests authentication to access a device and asks permission from a registration authority 
(RA), RA in turn send user a question , if response is OK, the user is authenticated to access the device[17]. 
Li You-guo, Jiang  and Ming-fu proposed security middleware, it addresses on providing security to intelligent home 
systems and communication devices, where it uses entity identification, security storage, security audit, data encryption 
and decryption, digital signature to secure communication between devices [18]. 
 
SECURITY REQUIREMENTS FOR IOTS 
 

 Data Authentication is required for creating a connection between two devices and exchanging private and 
public keys through sensor nodes to avoid data theft. 

 Data Confidentiality assures the end to end security of messages exchanged between IOT devices. 
 Data integrity avoids man-in-the middle modification of data by assuring that the data receiving at the receiver 

node is in unaltered form and remains as transmitted by the sender. 
 Data confidentiality is the fundamental issue in IoT scenario, illustrating the guarantee that only authorized 

persons can access and modify data [8]. 
 Access control is regulating the access to resources by granting or denying according to rules. 

VI. CONCLUSION 
 

Internet of things is spreaded widely across many areas with the use of internet, it is nothing but information available 
everywhere, anytime. A wireless sensor network plays an important role when integrating with IOT, the use of sensors 
in the network devices when connected to internet plays a major role. When the IOT is combined with wireless sensor 
networks, security is a major challenge, when the data is sent from one end to other end the information should be in a 
secured form. Here we have discussed about various security problems that occur in different layers and the survey on 
security measures proposed by various authors and its limitations. Here more research has to be done in the field of 
secured communication of messages through sensor devices and internet. 
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